
Volume I Issue X DEC 2012                                          IJLTEMAS                                                           ISSN 2278 – 2540 

208 | P a g e                                                  w w w . i j l t e m a s . i n  

 

Services provided by cloud computing and 

various issues related with it 
Sayli S. Naik 

Computer Science. Ashoka Universal School India. 

sayli2087@gmail.com 

C. G. Dighavkar 

Electronics. L.V.H College, Nasik. 
cgdighvkar@gmail.com 

Abstract Cloud Computing is the long 

dreamed vision of computing as a utility, 

where users can remotely store their data 

in to the cloud so as to enjoy the on-demand 

high quality applications and services from a 

shared pool of configurable computing 

resources. The various users provide the 

various definitions for the cloud. The aim of 

this paper is to introduce the cloud to users 

and provide the various services provided by 

the cloud computing such as software as a 

service (SaaS), Platform as a Service (PaaS), 

and Infrastructure as a Service (IaaS). Also 

the aim of this paper is to discuss the various 

issues related with the cloud computing such 

as issues related to sign up for the cloud, 

issues related with the security of data, cloud 

computing implies loss of control, where’s 

the data, who has access etc. We are try to 

cover all these issue to discuss in this paper. 
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Introduction 

 

 Clouds are large pools of easily usable and 

accessible virtualized resources. These 

resources can be dynamically reconfigured to 

adjust to a variable load (scale), allowing 

optimum resource utilization. Cloud 

computing incorporates virtualization, on-

demand deployment, Internet delivery of 

services, and open source software. From one 

perspective, cloud computing is nothing new 

because it uses approaches, concepts, and 

best practices that have already been 

established. From another perspective, 

everything is new because cloud computing 

changes how we invent, develop, deploy, 

scale, update, maintain, and pay for 

applications and the infrastructure on which 

they run. Cloud computing is a technology 

that uses the internet and central remote 

servers to maintain data and applications. 

Also we try to discuss all the issues related 

with it such as where the data get stored, how 

to access the data, how to access the various 

services provided by cloud etc. 

 

Overview of Cloud Computing 

This section contains the definition of the 

cloud computing and characteristics of cloud 

computing. 

According to the NIST the definition 

of cloud computing is defined as: “Cloud 

computing is a model for enabling 

ubiquitous, convenient, on-demand network 

access to a shared pool of configurable 

computing resources (e.g., networks, servers, 

storage, applications, and services) that can 

be rapidly provisioned and released with 

minimal management effort or service 

provider interaction. This cloud model 
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promotes availability and is composed of five 

essential characteristics, three service 

models, and four deployment models.”[2] 

Cloud Computing has been 

envisioned as the next generation 

architecture of IT enterprise, due to its long 

list of unprecedented advantages in the IT 

history: on-demand self-service, ubiquitous 

network access, location independent 

resource pooling, rapid resource elasticity, 

usage-based pricing and transference of risk 

[5]. 

The characteristics of the cloud 

computing is given as follows: 

1. Broad network access: Cloud 

Capabilities are available over the 

network and accessed through standard 

mechanisms that promote use by 

heterogeneous thin or thick client 

platforms such as mobile phones, laptops 

and Personal Digital Assistant (PDAs). 

2. On demand self services: Cloud service 

providers providing on demand self 

services include Amazon Web Services 

(AWS), Microsoft, Google, IBM and 

Salesforce.com. New York Times and 

NASDAQ are examples of companies 

using AWS (NIST)[2]. 

3. Resource pooling:  The resources 

include among others storage, processing, 

memory, network bandwidth, virtual 

machines and email services. The pooling 

together of the resource builds economies 

of scale (Gartner).  

4. Measured service: Cloud computing 

resource usage can be measured, 

controlled, and reported providing 

transparency for both the provider and 

consumer of the utilized service. Cloud 

computing services use a metering 

capability, which enables to control and 

optimize resource use. 

5. Multi Tenacity:  It refers to the need for 

policy-driven enforcement, segmentation, 

isolation, governance, service levels, and 

chargeback/billing models for different 

consumer constituencies. Consumers 

might utilize a public cloud provider’s 

service offerings or actually be from the 

same organization, such as different 

business units rather than distinct 

organizational entities, but would still 

share infrastructure. 

6. Rapid elasticity: Cloud services can be 

rapidly and elastically provisioned, in 

some cases automatically, to quickly 

scale out and rapidly released to quickly 

scale in. To the consumer, the capabilities 

available for provisioning often appear to 

be unlimited and can be purchased in any 

quantity at any time. 

 

Deployment Model of Cloud 

Computing 

There are 4 main deployment model of 

cloud computing. This section contains 

all the information regarding the 

deployment model. 

-Public cloud: The public cloud 

deployment model represents true clod 

hosting. In this deployment model, 

services and infrastructure are provided 

to various clients. Google is an example 

of public cloud. These services can be 

provided by vender free of charge or on 

basis of pay-per license policy. 

 This model is best suited for business 

requirements wherein it is required to 

manage load spikes, host SaaS 

applications, utilize interim infrastructure 

for developing and testing applications, 

and manage applications, which are 

consumed by many user that would 

otherwise require large investment in 

infrastructure model. 
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 It helps to reduce capital expenditure 

and ring down operational IT cost. 

 

 
 

Deployment Model Of cloud computing 

-Private Cloud: This model doesn’t bring 

much in terms of cost efficiency. It is 

comparable to buying, building and 

managing your own infrastructure. It 

contains the tremendous value from a 

security point of view. In initial state cloud 

faces many challenges and issues related 

with security. These concerns are taken care 

of by this model, in which hosting is built 

and maintained for a specific client. 

 In addition to security reason, this 

model is adopted by organizations in cases 

where data or applications are required to  

conform to various regulatory standards. 

 Several SaaS applications, such as 

SugarCRM, provide options to their clients 

to maintain their data on their own premises 

to ensure data privacy maintained according 

to the requirements of the particular 

business. 

 Amazon also provides the option of a 

virtual private cloud. 

 

Hybrid Cloud: A hybrid cloud is a 

combination of public and private cloud 

models that tries to address the limitations of 

each approach. In a hybrid cloud, part of the 

service infrastructure runs in private clouds 

while the remaining part runs in public 

clouds. Hybrid clouds offer more flexibility 

than both public and private clouds. 

Specifically, they provide tighter control and 

security over application data compared to 

public clouds, while still facilitating on-

demand service expansion and contraction. 

On the down side, designing a hybrid cloud 

requires carefully determining the best split 

between public and private cloud 

components. 

-Community Cloud: Private cloud (also 

called internal cloud or corporate cloud) is a 

marketing term for a proprietary computing 

architecture that provides hosted services to a 

limited number of people behind a firewall. 

Advances in virtualization and distributed 

computing have allowed corporate network 

and datacenter administrators to effectively 

become service providers that meet the needs 

of their "customers" within the corporation. 

Marketing media that uses the words "private 

cloud" is designed to appeal to an 

organization that needs or wants more 

control over their data than they can get by 

using a third-party hosted service such as 

Amazon's Elastic Compute Cloud (EC2) or 

Simple Storage Service (S3).   

 

Cloud Computing Architecture 

The architecture of cloud computing 

contains architectural, business and various 

operation models of cloud computing.  

The architecture of cloud computing 

is the layered model, given as 
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Cloud Computing Architecture 

The architecture of a cloud 

computing environment can be divided into 

four layers- the hardware/datacenter layer, 

the infrastructure layer, the platform layer, 

and the application layer. 

-The hardware layer: This layer is 

responsible for managing the physical 

resources of the cloud, including physical 

servers(data center), routers, switches, power 

and cooling system. 

 A data centers usually contains 

thousands of servers that are organized in 

racks and interconnected through switches, 

routers, or other fabrics. 

 

 The typical issues related with 

hardware layer are- hardware configuration, 

fault tolerance, traffic management, power 

and cooling resource management. 

-The infrastructure layer: This layer is also 

known as virtualization layer. It creates the 

pool f storage and computing resources by 

partitioning the physical resources using 

virtualization technologies such as VM 

(virtual machine). KVM. 

 The key feature of infrastructure layer 

is dynamic resource assignment. 

-The platform layer: This is above the 

infrastructure layer, and consists of operating 

system and application frame works. 

 The purpose of platform layer is to 

minimize the burden of deploying 

applications directly into virtual machine 

containers. 

-The application layer: This layer is at the top 

of the hierarchy, and it consists of actual 

cloud applications. 

 Cloud applications can leverage the 

automatic scaling feature to achieve better 

performance, availability, and lower 

operation cost. 

 In cloud computing architecture each 

layer is loosely coupled with the layer above 

and below, allowing each layer to evolve 

separately. 

 

Services Provided by Cloud Computing 

This section contains the detailed 

information regarding various services 

provided by cloud computing. Cloud 

computing provides three main services 

given as Software as a Service (SaaS), 

Platform as a Service (PaaS), Infrastructure 

as a Service (IaaS). The detailed information 

regarding this services are given as follows- 

 

-Software as a Service (SaaS): SaaS is the 

software as a service which ensures that the 

complete applications are hosted on the 

internet and users use them. 

 It eliminates the need to install and 

run the application on the customers local 

computer, thus eliminate the customer’s 

burden for software maintenance. Also the  

payment is being made on a pay per use 

model. 

 In SaaS, there is the divided cloud 

and convergence coherence mechanism 

whereby every data item has either “Read 

Lock” or “Write Lock.” 

 SaaS uses the two types of server as 

Main Consistent Server (MCS) and Domain 

Consistent Server (DCS). In SaaS if the MCS 
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is damaged or a compromised, the control 

over the cloud environment is lost. Hence 

securing MCS is of great importance. 

 SaaS was initially widely deployed 

for sales force automation and Customer 

Relationship Management  (CRM), now it 

has become common place for many 

business tasks, including computerized 

billing, invoicing, human resource 

management, financials, content 

management etc. 

Examples of SaaS providers are include 

Salesforce.com [20], Rackspace [9] and SAP 

Business ByDesign [21]. 

-Platform as a Service: PaaS is a way to 

rent hardware, operating system, storage and 

network capacity over the internet. It allows 

the customer to rent virtualized servers and 

associated services for running existing 

applications or developing and testing new 

ones. PaaS has several advantages for 

developers, given as-  

-In PaaS operating System features can be 

changed and upgraded frequently. 

-Geographically distributed development 

teams can work together on software 

development team. 

-Initial and ongoing cost can be reduced by 

the use of infrastructure services from a 

single vender rather than maintenance 

multiple hardware facilities that often 

perform duplicate functions or suffer from 

incompatibility problem. 

 Overall PaaS refers to providing 

platform layer resources, including operating 

system support and software development 

framework. 

Examples of PaaS providers include Google 

App Engine [12], Microsoft Windows Azure 

[27], and force.com [20]. 

 

-Infrastructure as a Service: It is a 

provisional model in which an organization 

outsources the equipments used to support 

operations. 

Characteristics Of IaaS is given as: 

-Automation of administrative tasks. 

- Dynamic scaling. 

-policy based services. 

-Internet connectivity. 

-Desktop virtualization. 

It provides virtual server instances with 

unique IP addresses and blocks of storage on 

demand. IaaS sometimes referred as 

Hardware as a Service (HaaS). 

Examples of  IaaS providers include Amazon 

EC2[2], GoGrid[1], Flexical[7]. 

 

Various Issues Related With Cloud 

Computing 

Many existing issues have not been fully 

addressed, while new challenges keep 

emerging from industry applications. In this 

section, we summarize some of the 

challenging research issues in cloud 

computing. 

 

- Security: Where is your data more secure, 

on your local hard driver or on high security 

servers in the cloud? Some argue that 

customer data is more secure when managed 

internally, while others argue that cloud 

providers have a strong incentive to maintain 

trust and as such employ a higher level of 

security. However, in the cloud, your data 

will be distributed over these individual 

computers regardless of where your base 

repository of data is ultimately stored. 

Industrious hackers can invade virtually any 

server, and there are the statistics that show 

that one-third of breaches result from stolen 

or lost laptops and other devices and from 

employees’ accidentally exposing data on the 

Internet, with nearly 16 percent due to insider 

theft.  
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-Virtual Machine Migration: Virtualization 

can provide significant benefits in cloud 

computing by enabling virtual machine 

migration to balance load across the data 

center.  

Virtual machine migration has evolved from 

process migration techniques [18]. More 

recently, Xen [28] and VMWare [26] have 

implemented “live” migration of VMs that 

involves extremely short downtimes ranging 

from tens of milliseconds to a second. Clark 

et al. [13] pointed out that migrating an entire 

OS and all of its applications as one unit 

allows to avoid many of the difficulties faced 

by process level migration approaches, and 

analyzed the benefits of live migration of 

VMs. The major benefits of VM migration is 

to avoid hotspots. 

 

- Open Standard: Open standards are 

critical to the growth of cloud computing. 

Most cloud providers expose APIs which are 

typically well-documented but also unique to 

their implementation and thus not 

interoperable. Some vendors have adopted 

others' APIs and there are a number of open 

standards under development, including the 

OGF's Open Cloud Computing Interface. The 

Open Cloud Consortium (OCC) is working 

to develop consensus on early cloud 

computing standards and practices. 

 

- Energy management: Improving energy 

efficiency is another major issue in cloud 

computing. It has been estimated that the cost 

of powering and cooling accounts for 53% of 

the total operational expenditure of data 

centers [15]. In 2006, data centers in the US 

consumed more than 1.5% of the total energy 

generated in that year, and the percentage is 

projected to grow 18% annually [17]. Hence 

infrastructure providers are under enormous 

pressure to reduce energy consumption. 

Designing energy-efficient data 

centers has recently received considerable 

attention. This problem can be approached 

from several directions. For example, energy 

efficient hardware architecture that enables 

slowing down CPU speeds and turning off 

partial hardware components [4] has become 

commonplace. Energy-aware job scheduling 

[25] and server consolidation [22] are two 

other ways to reduce power consumption by 

turning off unused machines. Recent research 

has also begun to study energy-efficient 

network protocols and infrastructures [16].  

 

- Privacy: Different from the traditional 

computing model, cloud computing utilizes 

the virtual computing technology, users’ 

personal data may be scattered in various 

virtual data center rather than stay in the 

same physical location, even across the 

national borders, at this time, data privacy 

protection will face the controversy of 

different legal systems. On the other hand, 

users may leak hidden information when they 

accessing cloud computing services. 

Attackers can analyze the critical task depend 

on the computing task submitted by the 

users. 

 

-Traffic management and analysis: 

Analysis of data traffic is important for 

today’s data centers. For example, many web 

applications rely on analysis of traffic data to 

optimize customer experiences. Network 

operators also need to know how traffic 

flows through the network in order to make 

many of the management and planning 

decisions. However, there are several 

challenges for existing traffic measurement 

and analysis methods in Internet Service 

Providers (ISPs) networks and enterprise to 

extend to data centers. 
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Currently, there is not much work on 

measurement and analysis of data center 

traffic. Greenberg et al. [13] report data 

center traffic characteristics on flow sizes 

and concurrent flows, and use these to guide 

network infrastructure design. Benson et al. 

[8] perform a complementary study of traffic 

at the edges of a data center by examining 

SNMP traces from routers. 

 

-Cloud Data Management: Cloud data Can 

be very large (e.g. text-based or scientific 

applications), unstructured or semi-

structured, and typically append-only with 

rare updates Cloud data management an 

important research topic in cloud computing. 

Since service providers typically do not have 

access to the physical security system of data 

centers, they must rely on the infrastructure 

provider to achieve full data security. Even 

for a virtual private cloud, the service 

provider can only specify the security setting 

remotely, without knowing whether it is fully 

implemented. The infrastructure provider, in 

this context, must achieve the objectives like 

confidentiality, auditability. Confidentiality, 

for secure data access and transfer, and 

auditability, for attesting whether security 

setting of applications has been tampered or 

not. Confidentiality is usually achieved using 

cryptographic protocols, whereas auditability 

can be achieved using remote attestation 

techniques. However, in a virtualized 

environment like the clouds, VMs can 

dynamically migrate from one location to 

another; hence directly using remote 

attestation is not sufficient. In this case, it is 

critical to build trust mechanisms at every 

architectural layer of the cloud. 

 

Storage technologies and data management: 

Software frameworks such as MapReduce 

and its various implementations such as 

Hadoop and Dryad are designed for 

distributed processing of data-intensive tasks. 

As mentioned previously, these frameworks 

typically operate on Internet-scale file 

systems such as GFS and HDFS. These file 

systems are different from traditional 

distributed file systems in their storage 

structure, access pattern and application 

programming interface. In particular, they do 

not implement the standard POSIX interface, 

and therefore introduce compatibility issues 

with legacy file systems and applications. 

Several research efforts have studied this 

problem [3, 19]. For instance, the work in [3] 

proposed a method for supporting the 

MapReduce framework using cluster file 

systems such as IBM’s GPFS. Patil et al. [19] 

proposed new API primitives for scalable 

and concurrent data access. 

 

 

 

Conclusion 

The main aim of this paper is to introduce the 

users to cloud computing, various services 

provided by cloud computing. Also this 

paper contains, what are the measure issues 

that  users need to tackle while using the 

cloud computing. 

However, despite the significant benefits 

offered by cloud computing, the current 

technologies are not matured enough to 

realize its full potential. Many key challenges 

in this domain, including automatic resource 

provisioning, power management and 

security management, are only starting to 

receive attention from the research 

community. Therefore, we believe there is 

still tremendous opportunity for researchers 

to make groundbreaking contributions in this 

field, and bring significant impact to their 

development in the industry. 
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