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Introductio
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validating who you are to whom you
claimed to be. Graphical passwords can be
divided into two categories as follows: a)
Recognition based and b) Recall based
.Various graphical password schemes have
been proposed now a days. The idea behind
the Graphical passwords is that the users can
recall and recognize pictures better than
words. However, a long period of time is
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required for some of the graphical password
schemes to be performed. Moreover, most of
the graphical passwords can be easily
observed or recorded while the legitimate
user is performing the graphical password;
thus, it is vulnerable to shoulder surfing
attacks. Currently, most graphical passwords
are still in their research phase and require
more enhancements and usability studies to
deploy them in the market.

The main difficulty in designing secure
password mechanisms arises from the fact
that password space is usually small and
much easier to attack than random
cryptographic keys. Moreover, when using
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passwords as cryptographic keys, we make
the assumption that the cryptographic
functions remain secure even when the keys
are chosen from a very small set. These
assumptions are so unusual that, to the best
of our knowledge, no one has been able to
formally define the requirements from these
cryptographic ~ functions under  which
existing protocols can be proved secure. The
problem arises because passwords are
expected to comply with two fundamentally
conflicting requirements:

1) Passwords should be easy to remember,
and the user authentication protocol
should be executable quickly and
easily by humans.

2) Passwords should be secure, i
should look random and sho
hard to guess; they should be c
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the correct regions were in, the user
would be authenticated. mory of
passwords and efficiency of t put are
two key human  factors ™~ criteria.
Memorability has two aspects: (1) how the
user chooses and encodes the password and
(2) what task the user does when later
retrieving the password. In a graphical
password system, a user needs to choose
memorable locations in an image. Choosing
memorable locations depends on the nature
of the image itself and the specific sequence
of click locations. To support memorability,
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images should have semantically meaningful
content because meaning for arbitrary things
iIs poor. This suggests that jumbled or
abstract images will be less memorable than
concrete, real-world scenes. Depending on
the graphical password system, at retrieval
time users will be presented with either a
recognition task or a cued recall task. In a
graphical password system based on
recognition, the user has to be able only to
recogmize previously seen images, making a
i hoice of whether the image is
or not known. Recognition is an
er memory task than pure, unaided
Il. In our password system we use an

recognition, cued recall.
age to find previously chosen
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onclusion and Future Work

pugh the main argument for graphical
passwords is that people are better at
memorizing graphical passwords than text-
based passwords, the existing user studies
are very limited and there is not yet
convincing evidence to support this
argument. Our preliminary analysis suggests
that it is more difficult to break graphical
passwords using the traditional attack
methods such as brute force search,
dictionary attack, or spyware. However,
since there is not yet wide deployment of
graphical password systems, the
vulnerabilities of graphical passwords are
still not fully understood.

It can be extended as a person
identification program for computer security
and internet services. To be differentiated
from the traditional authentication method,
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which typically requires a user name and a
password (text, graphical, finger prints. etc)
and authenticates the user right away, our
program may allow the user to do their daily
activities based on their will, and then
identifies the user based on the comparison
between their activity and the predicted
activity.

Adding more users’ biometric parameters
and factors into the registration process
would certainly be an improvement,
examples such as: recording the users’
typing patter alone with the mouse motion,
or the eye fixation during different activities.
Nevertheless, biometrics as an
authentication technique is still at its very
early stage, there is still much more work to
do.
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