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ABSTRACT 

 

Steganography refers to the technique of hiding secret messages into media such as text, audio, 

image and video without any suspicion, while steganalysis is the art and science of detection of 

the presence of steganography. It can be used for the benefit of the mankind to serve us as well 

as by terrorists and criminals for malicious purposes. Both steganography and steganalysis have 

received a lot of attention from law enforcement and media. In the past, different steganographic 

techniques with properties of imperceptibility, undetectability, robustness and capacity have been 

proposed. Newer and more sophisticated steganographic techniques for embedding secret 

message will require more powerful steganalysis methods for detection. The battle between 

steganography and steganalysis is never ending. In this paper, an extensive review report is 

presented for steganography and steganalysis. 

 

1. Background On Steganography 

Steganography, the study of data hiding with the intent of sending a secret message, has become 

increasingly important over the last few years as the use of digital media, which provides ample 

space to hide the message, has become more popular. Generally, methods of image 

steganography hide messages by using redundancy in the image. The message will be visually 

imperceptible as long as the insertion of the message does not cause any noticeable changes to 

the original image. Of course, it may be possible to detect the message using other means. The 

study of detecting secret messages is called Steganalysis. 

Of course cryptography already provides a means to send a secret message, but cryptography and 

steganography have different goals. Consider that the main goal of cryptography is to render a 

message unintelligible to a receiver who does not know the secret key required to decrypt the 
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message. This differs from the goal of steganography which is to conceal the fact that a message 

even exists. A common example to illustrate this difference, is that two prisoners Bob and Carl 

are conspiring to escape, but all their communications are being monitored by a warden Wendy. 

If Bob sends an encrypted message to Carl, Wendy will wonder what they are secretly discussing 

and cut off all communications between them. Obviously, Bob and Carl need to send messages 

to each other that will go undetected. If Bob and Carl have access to computers, they might 

choose to use an image from a website to hide their messages. Of course, Bob and Carl can still 

encrypt the message before hiding it in the image to ensure that if Wendy finds the hidden 

message she cannot read it. 

Digital data utilization along with the increased popularity of the internet has facilitated 

information sharing and distribution. Watermark, which is usually some information related to 

original data or the owner, is embedded in the original data; then the watermarked data is 

distributed throughout computer networks. Considering the applications of such systems, the 

watermark can be extracted from the media. 

The Watermark and Steganography are similar but in different purpose. The main goal of 

watermarking is to embed information into image that cannot remove the information from 

image. The main goal of steganography is to embed information into image that cannot be 

detected. Hence the recent work that embed message into JPEG image does not consider the 

compression rate of JPEG image. However, the JPEG image is easily be compressed again such 

that the embed information will be destroy. The best way is to design a embed method between 

watermark and steganography, such that the cover image can resist the JPEG compression. 
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2.Digital Information Hiding Model  

 

 

3. Digital Information Extraction model   

 

 

 



                   Volume II, Issue VI, June 2013                      IJLTEMAS                         ISSN 2278 - 2540 
 

www.ijltemas.in Page 69 
 

4. Classification Of Steganographic Techniques  

 

There are three basic types of steganography: spatial steganography, transform steganography 

and adaptive steganography.  

 

4.1 Spatial Steganography  

 

There are many versions of spatial steganography, but all directly change some bits in the image 

pixel values in hiding data. Least significance bit (LSB)-based steganography is one of the 

simplest techniques that hides a secret message in the LSBs of pixel values without introducing 

many perceptible distortions. To our human eye, changes in the value of the LSB are 

imperceptible, thus making it an ideal place for hiding information without any perceptual 

change in the cover object. Embedding of message bits can be done either sequentially or 

randomly. 

 

 

Original image 
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Stegoimage - 9x9 blocks, with the first column of each block preserved and message 

embedded in the other columns in the sign  

4.2  Transform Based Steganography 

 

4.2.1Discrete Cosine Transform 

JPEG is based on DCT in lossy compression and it is the most common format of images 

produced by digital cameras, scanners and other photographic capture devices. 

 

4.2.2 Discrete Fourier Transform-based Steganography  

Fast Fourier transform is not suitable for hidden communication due to round-off errors .Johnson 

and Jajodia , and McKeon used DFT in Fourier-based steganography.  

 

4.2.3 Discrete Wavelet Transform-based Steganography  

DWT-based steganography is still in infancy. Bhattacharya et al develop a dual steganographic 

technique based on DWT and spread spectrum Two different secret images after converting into 

1-D vectors are inserted into two high frequency components HL1 and HH1 of 1-level DWT of 

the cover images using pseudo random number generator and session key. 
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4.3 Adaptive Steganography 

Some important requirements of a good steganographic scheme are undetectable, robustness 

against attacks, embedding capacity and imperceptibility. Adaptive steganography is a special 

case of the two former techniques and it tries to fulfill at least some or all requirements of a good 

steganographic scheme. LSB matching revisited (LSBMR) is another edge adaptive 

steganography technique, which can release more edge regions for embedding message bits. It 

can resist some of the steganalytic tools also.  

The model-based method (MB1) generates a stego-image based on a given distribution model, 

using a generalized Cauchy distribution, which results in minimum distortion . This algorithm 

can be broken by the first-order difference . 

 

5. Conclusions 

This paper presents a background discussion on major algorithms of steganography and 

steganalysis for digital images. Some important algorithms of steganography in spatial domain 

are discussed in details with special emphasis so that researchers and steganalysts will have 

knowledge of how to develop such techniques. Different types of both specific and universal 

steganalytic techniques in spatial domain as well in transform are described in short in this paper. 
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