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Abstract--In the present paper the authors have proposed a 

new combined cryptographic method for data encryption 

using TTJSA algorithm. TTJSA algorithm uses three 

methods MSA, NJJSAA and Vernam Cipher Method. The 

above three methods are applied in random order on any 

given plain text for a number of times to get the ultimate 

cipher text file. The encrypted data is send to receiver and 

can be decrypted using TTJSA decryption algorithm. In the 

present work, authorsmodified the standard Vernam Cipher 

Method for all characters (ASCII code 0-255) with 

randomized keypad. Proposed method can provide security 

against passive attack suchas password based attack. 

This technique can be applied to encrypt data in Defense 

system, Banking sector, mobile network etc. or to verify the 

data in other applications like Aadhar card, Voter ID, 

Driving License, Passport & Visa etc. 

 

Index Terms—Cryptography, Encryption, TTJSA, Passive 

attack. 

 

 

                          I.NTRODUCTION 
 

In the information age, cryptography has become one of 

the major methods for protection in all applications. 

Cryptography allows people to carry over the confidence 

found in the physical world to the electronic world. In 

today‟s scenario hundreds of thousands of people interact 

electronically every day,whether it is through e-mail,e-

commerce, ATM machines, or cellular phones. The 

constant increase of information transmitted electronically 

has led to an increased reliance on cryptography and 

authentication. Now there is no guarantee that between 

sender and receiver no one is intercepting confidential 

data providedthat  the data is not encrypted or properly 

protected? The security originality of data has now 

become a very important issue in data communication 

network. One cannot send any confidential or important 

message in raw form from one computer to another 

computer as any hacker can intercept that confidential 

message or important message. Imagine that the hacker 

has been able to break the „security key‟ of a person‟s 

bank account during an „e-banking‟ session and has 

intercepted all data. In that case, if the data is not properly 

encrypted, the victim may incur a huge loss. It must be 

ensured that, when a client is sending some confidential 

data from the client machine to another client machine or 

from the client machine to the server, then that data  

 

should not be intercepted by someone. The data should be 

protected from any unwanted intruder otherwise a massive 

disaster may happen all of a sudden. 

Cryptography is an emerging research area where the 

people are trying to develop some good encryption 

algorithm so thatno intruder can intercept the encrypted 

message. Cryptographic algorithm can be broadly 

classified into two categories: (i) „symmetric key 

cryptography‟, and (ii) „public key cryptography‟. The 

merit of „symmetric key cryptography‟ is that the key 

management is very simple as one key is used for 

encryption as well as for decryption. In case of symmetric 

key cryptography the key is secret.In the present work we 

are proposing a symmetric key method called TTJSA 

which is a combination of 3 distinct cryptographic 

methods, namely, (i)Vernam Cipher Method, (ii) MSA 

method [1] and (iii)NJJSAA method. 

 
TTJSA Trisha Chatterjee, 

TamodeepDas,                                                                                             

Shayan dey, Joyshree Nath, 
Asoke Nath symmetric key 

cryptographic method 

NJJSAA Neeraj Khanna, Joel James, 

Joyshree Nath, Sayantan 
Chakraborty, Amlan 

Chakrabarti and Asoke Nath 

symmetric key cryptographic 
method 

MSA Meheboob, Saima & 

Asoke(msa) symmetric key 
cryptographic method 

Table: 1 Acronyms used in this paper 

II. METHOD USED 

TTJSA [1] encryption algorithm is used which is an 

amalgamation of three different cryptographic modules: 

Vernam cipher [1], MSA [2] and NJJSAA [3], for the 

encryption purpose of data. We discuss the procedure 

elaborately in the following sections.Brief study of the 

methods used in TTJSA algorithm is as follows: 

A. Algorithm for Encryption 

1. Vernam Cipher: 

 

 In this method the cipher text is generated by 

applying the logical XOR operation (Exclusive-

OR or Modulo-2 addition) to the plain text and 
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the key. The advantage of using the XOR 

operation is that it can be undone with the same 

operation. In other words: XOR-ing the cipher 

text with the key, would reveal the plain 

text again. 

 

Cipher text= Plain Text XOR key. 

 

Step 1:  The whole file is broken into different 

small blocks, where each block size should be 

less than or equal to 256 byes.  

 

Step2: Perform Vernam Cipher method with the 

block of randomized key i.e. each byte of blocks 

of the file XOReach byte of the blocks of 

randomized key. 

 

Step 3: Perform Step 1 and Step 2 until the whole 

file is encrypted and repeat this step for random 

number of times. After performing the 

aforementioned steps, we again merge the blocks 

of the encrypted file and thus we get the final 

encrypted result of this modified Vernam Cipher 

method. 

               2. NJJSAA Method: 

Step 1: Read the encryption number and 

randomization number is calculated in the input 

file. 

 

Step 2: Convert 32 bytes of data  into 256 bits  

and store in some 1- dimensional array. 

 

Step 3: Store 32 bytes key in another 1-

dimensional array. 

 

Step 4: Obtained the n
th

 bit of data array. 

 

Step5: Obtained the corresponding key value. 

 

Step 6: Interchange the n
th

 bit of data with n
th 

bit 

of key. 

 

Step 7: Repeat step 4, 5 & 6 for 256 times. 

 

Step 8: Perform right shift by one bit. 

 

Step 9: Perform bit(1) XOR bit(2), bit(2) XOR 

bit(3)…..bit(255)XOR(256) 

Step 10: Repeat Step 8 with 2 bit right, 3 bit 

right,..., n bit right shift followed by Step 9 after 

each completion of Right  bit shift . 

3. MSA  
 

Nath et al. (1) proposed a symmetric key method 

where they have used a random key generator for 

generating the initial key and that key is used for 

encrypting the given source file. MSA method is 

basically a substitution method where we take 2 

characters from any input file and then search the 

corresponding characters from the random key 

matrix and store the encrypted data in another 

file. MSA method provides us multiple 

encryptions and multiple decryptions. The key 

matrix (16x16) is formed from all characters 

(ASCII code 0 to 255) in a random order. The 

randomization of key matrix is done using the 

following function calls: 

Step-1: call Function cycling () 

Step-2: call Function up shift () 

Step-3: call Function down shift () 

 

Step-4: call Function left shift () 

 

Step-5: call Function right shift () 

 

 B. Algorithm for Decryption 

1. Vernam Cipher  

 

In this method The plain text is  generatedback 

by applying the logical XOR operation 

(Exclusive-OR, or Modulo-2 addition) to the  

ciphertext  and the key.  

Plain text= cipher text XOR key. 

 

2. NJJSAA Method 

              Step1:Perform left shift by one bit. 

Step2: perform inverse bit XOR of receive                

encrypted data.                                       

Step3: Repeat Step 1with 2 bit left, 3 bit left,...,n 

bit left shift followed by Step 2 after each 

completion of  left bit shift . 

               Step4: Obtained the nth bit of data array. 

               Step5: Obtained the corresponding key values. 

Step6:  Interchange the nth bit of key with nth bit 

of data. 

3. MSA 

The key matrix (16x16) is formed from all 

characters (ASCII code 0 to 255) in a random 

order. The randomization of key matrix is done 

using the following function calls: 

Step-1: call Function right shift () 

Step-2: call Function left shift () 
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Step-3: call Function up shift () 

 

Step-4: call Function down shift () 

 

Step-5: call Function cycling () 

 

 
 

 

III. FLOWCHART OF PROPOSED METHOD 
 

 

 

 

  

 

 

  

 

 

 

 

 

 

 

Fig1: Flow chart of Method 

 

IV. RESULT AND DISCUSSION 

 

This encryption and decryption algorithm is applied and 

checked on various types of files. Few of the examples are 

listed in below table. 

 

 
 

Fig2: Sample passport 

 

 

 

 

 

Example from sample 

Passport 

Encrypted text 

AahanVerma  10 august 

2012  indian  X123456  

Bangalore Male 10 

August 2013 

????d??o”?2”-

qL51k(v6/’i.)u1oibGIUo?)z

+r?67.!”-??u 

Other Examples  

HE IS GOOD (A) c=¤{ZKÃˆÞ_ 

AAAAAAAAAAAAAAAA (A) ¼Ü>¶‚£~Ä_B_wqá7¯ 

AAAAAAAAAAAAAAA (B) 81š—‰cŸ¼€˜sÍÇ7 _ 

Table: 2 Encrypted text examples 

 

 

CONCLUSION 
 

In the present work three different algorithms are 

combined to make the encryption process infrangible. The 

same is evident from the results. We have applied this 

method on some known text where the same character 

repeats for a number of times and found that after 

encryption there is no repetition of pattern in the output 

file.The merit of this method is that it is almost impossible 

to break the encryption algorithm without knowing the 

exact key matrix. We propose that thisencryption method 

can be applied for data encryption and decryption in 

banks, defense, mobile networks, ATM networks, 

government sectors, Passport etc. for sending confidential 

data. The present algorithm may be used for 

databaseencryption also. 
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