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Abstract— With the advent of technology, there has been 

exploding increase in the generation of data. The data exists in 

different formats like text, audio, video, image referred as big 

data. Due to this continuous increment and dependency on web 

requires security towards the private data. 

When this large amount of data travels through the internet then 

there is the problem of securing, managing, storing and 

analysing the data. The major issue then arises is the privacy and 

security of big data. 

The importance of Big Data does not revolve around how much 

is the amount of data, but what to do with it. Data can be taken 

from various sources and analyse in order  to find answers that 

enables cost reduction ,time reduction, new product development 

and optimizing offering, smart decision making[1]. 

Then, a big question arises is- ‘what security and privacy 

technology is adequate for controlled assured sharing for 

efficient direct access to big data’. 

This paper presents a quick review of the security issues and 

various approaches to overcome them. 

Keywords— Big data, security and privacy, volume, velocity, 

variety. 

I. INTRODUCTION  

ig data is the collection of data sets which is very large in 

size as well as complex. It contains the data which may 

be structured, semi-structured or unstructured. Generally, size 

of data is up to Petabytes or Exabytes.  

Big data have three important properties like volume, velocity 

and variety. Recently, there  has been increasing interest in 

Big Data. However, the term Big Data remains vague [2]. 

The current era is the “Age of Big Data” [3]. In the past few 

years, the total amount of data created by human has exploded 

[4]. From 2005 to 2020, the amount of data is predicted to 

increase 300 times, from 130 hexabytes to 40,000 hexabytes 

[5]. These are business informatics, government, Internet 

search, social networks, document, photography, audio, video, 

mobile phones and so on. Big Data is the result of the 

dramatic increase of data [2]. 

Big data refers to collection of massive data with processing 

and data retrieval. As big data collects important and sensitive 

data from social sites and from government sites as a result of 

which security issues must be concerned. This collected data 

have to encrypt by using appropriate algorithms to secure the 

data [6]. 

II. STRUCTURING BIG DATA  

Structuring of data refers to the arrangement of the available 

data in a manner so that it becomes easy to study, analyse, and 

derive conclusion from it.  

Today various sources generate a variety of data such images, 

text, audios etc. All such different types of data can be 

structured only if it is stored and organised in some logical 

pattern. Thus, the process of structuring data requires one to 

first understand the various types of data available today. 

A. Types of Data 

On the basis of data received from the different sources, Big 

Data comprises of: 

Structured Data: Structured Data is a set of data which is in a 

fixed field within a record or file. E.g.; SQL manager. 

Unstructured Data: Unstructured Data is a set of data that 

might, or might not have any logical or repeating patterns. 

About 80% of enterprise data consists of unstructured content. 

E.g.; Photos, audios, videos etc. 

Semi- Structured Data: Semi-Structured Data, also known as 

having a schema-less or self describing structure, refers to a 

form of structured data that contains tags or mark-up elements 

in order to separate elements and generate hierarchies of 

records and fields in the given data. E.g.; tags or mark-ups. 

Big data gained momentum in the early 2000s when Dong 

Laney defined threeVs. They are Variety, Velocity and 

Volume. 

Volume: Voluminous amount of data. Data is now stored in 

terms of Terabytes and even Petabytes in different enterprises. 

Velocity: Data comes in very high speed. Data streams must 

be dealt in a timely manner. 

Variety: Presently, data comes in all types of formats like 

structured, unstructured, numeric, audio, video etc. 

There are two other metrics of defining Big Data: 

Variability: The amount of data comes variably. It implies 

that sometimes large amount of data is generated  like during 

periodic peak time. 

B 
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Complexity: As data comes from multiple sources. It is 

necessary to connect and link data from various different 

sources. 

III.  BIG DATA SECURITY  

Whenever big data is discussed, the first thing to be 

considered is the security of data. As „Big data‟ contains all 

types of data whether relevant or irrelevant, private or public. 

There is no need to secure public data; the security concern 

arises when there is the involvement of private data. Big Data 

often contains sensitive information that needs to be protected 

from unauthorized access and release. The advent of Big Data 

presented challenge in terms of security of data. There is a 

need of research and methodologies that can handle this 

voluminous amount of data securely and efficiently. Though 

many new technologies and methods have been developed, 

but to some extent they get slowed down when there is an 

involvement of large amount of data. 

TABLE I : COMPARISON OF SECURITY 
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IV.  BIG DATA SECURITY ISSUES 

Big Data security issues exist at different levels [6]. 

Authentication level issues: In a cluster, different nodes with 

different priorities and rights are present. Accessing any type 

of data is allowed only to the nodes with administrative rights. 

If in any case, malicious node gets administrative property 

then it may alter or steal the secured data. 

In order to prevent unauthorised access from malicious node, 

logging is used. Logging plays an important role in Big Data. 

It is used to keep an eye on all the activities and record them. 

If there is absence of logging then no activities will be 

recorded and data may be modified or deleted. 

Data level issues: Data plays a very crucial role in Big Data. 

Data is no more than the information with variable priorities. 

Information obtained from the social networking sites, data 

from various government sites is increasing rapidly. Data 

level issues basically deals with data integrity and availability 

such as data protection and distributed data. In order to 

improve efficiency, big data environments like Hadoop, HDFs 

store the data as it is without encryption. If unauthorised 

access is possible then it may alter or modify the data. 

Information is stored in many nodes with replicas for quick 

access in distributed data storage.  

Network level issues: Various nodes are present in a cluster 

which performs processing of data computations. This 

processing of data can be done by any of the node in a cluster. 

It will then become difficult to find which node is active in 

processing. This arises to a problem that to which node 

security should be provided. Nodes can communicate to each 

other via network. RPC (Remote Procedure Call) mechanisms 

can also be used for communication but is insecure as it is not 

encrypted.  

General level issues: In Big data, many technologies are used 

for processing. For security purposes, traditional tools are also 

used. But these tools may not perform well with new 

distributed environment of big data. Big data uses many new 

technologies for data storage, processing and retrieval. There 

may be complexities in using these traditional technologies. 

V. APPROACHES TO TACKLE ISSUES 

Data encryption: Data encryption is the conversion of simple 

message into an encrypted form i.e. conversion of plain text 

into cipher text and is for data level issues. 

Various encryption algorithms like AES, RSA, DES, and ECC 

algorithm are used which uses private keys to secure data. 

Encryption is done at sender‟s side and decryption is done at 

receiver‟s side. If the data is encrypted then hacker finds it 

difficult to steal or modify data.  

For encryption/decryption process, two types of algorithms 

are, basically, used: Symmetric key cryptography and 

Asymmetric key cryptography. 

Symmetric key cryptography: This algorithms use the same 

key for both encryption and decryption. Examples are Data 

Encryption Standard (DES) and Advanced Encryption 

Standard (AES). 

Asymmetric key cryptography: This technique uses different 

keys for encryption and decryption. Examples are Rivest-

Shamir-Adleman (RSA) and Elliptic curve cryptography 

(ECC). 
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Network encryption: This approach is for network level issues. 

Since network is used for communication then network must 

be encrypted. 

If network is encrypted with appropriate algorithm then 

hacker is unable to crack the network and steal the data. Then 

data over the network will be secure enough from 

unauthorised access. RPC (Remote Procedure Call) 

mechanisms can also be used for communication but is 

insecure as it is not encrypted. RPC is secure only if it is used 

with some other techniques like SSL (Secure Socket Layer). 

SSL is a standard security technology for establishing an 

encrypted link between a server and a client. When data is 

sent between browsers and web servers is in the form of plain 

text which is vulnerable to eavesdropping. If an attacker is 

somewhat able to intercept all data being sent the information 

can be seen and used by them. In order to create an SSL 

connection, a web server requires an SSL Certificate. In order 

to activate SSL on web server, number of questions about the 

identity of website and company will be asked. Web server 

then creates two cryptographic keys a Private Key and a 

Public Key. The Public Key does not need to be secret and is 

placed into a Certificate Signing Request (CSR) - a data file 

also containing details. Then CSR will be submitted. During 

the SSL Certificate application process, the Certification 

Authority will validate details and issue an SSL Certificate 

containing details and allows using SSL. Then web server will 

match issued SSL Certificate to the Private Key. Web server 

will then be able to establish an encrypted link between the 

website and customer's web browser. 

Logging: In order to prevent unauthorised access from 

malicious node, logging is used. Logging plays an important 

role in Big Data and used is for authentication level issues. It 

is used to keep an eye on all the activities and record them. If 

there is absence of logging then no activities will be recorded 

and data may be modified or deleted. If separate log is 

maintained by each and every node then each activity is 

recorded and malicious node can be detected easily. 

 

 

VI. CONCLUSION 

Security and privacy are two main and most important 

concepts to be considered whenever big data is used. The 

characteristic of data poses various challenges and 

opportunities in achieving security goals such as 

confidentiality, authentication, integrity, availability, and non-

repudiation. 
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