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Abstract: The essential aim of this paper is to check the system, 
which is used for ATM access to money withdrawal with lot of 
security. In this system, Bankers will collect the customer finger 
prints and mobile number while opening the account then only 
customer can access ATM machine. The system will start 
working when our customer goes at ATM center. there will be a 
switch for entry at first place. After getting entry customer has to 
places his finger on the finger print module. Then system will 
check for user identity and checks validity of finger if it finds as a 
valid then ATM machine will ask to customer for 4 digit ATM 
pin, which is fixed. If that 4 digitcode match with entered pin 
code then system will automatically generates another different 4 
digit code i.e.OTP. And that code will be sent to the 
customer’sregistered mobile number through GSM modem. 
Here customer has to enter this code again .After entering OTP, 
System will checks whether entered OTP is a valid or not. And if 
it is valid, the customer is then allowed for further procedure. 
ATM will show options like cash withdrawal and cash deposit. 
Also purpose of victimization temperature detector and tilt 
detector is to supply security for ATM Terminal 
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1. INTRODUCTION 

ll the biometrics, fingerprint recognition is one of the 
most reliable and promising personal identification 

technologies. Fingerprints are plays an important role in 
biometric system. In bioscience technologies, fingerprint 
authentication has been in use for the longest time and bears a 
lot of benefits than alternative biometric technologies do. 
Fingerprints are the foremost wide used biometric feature for 
person identification and verification. During this paper we 
tend to projected that fingerprint verification of ATM 
(Automatic Teller Machine) security system victimisation the 
biometric with coupling. The fingerprint trait is selected, 
because of its availability, reliability &high accuracy. The 
fingerprint primarily based biometric system may be enforced 
simply for secure the ATM machine. In this system the 
working of these ATM machine is when the customer place 
on the fingerprint module when it access the ATM for draw 
the cash then, the machine wants to fingerprint of that user’s 
which use the machine. Using biometric, it verify/identify 
fingerprint and offers correct result that if it valid or not valid. 
In this means we are able to trymanagement the crime circle 
of ATM and do secure it. This Project Is Consist Of 

Fingerprint Module, Micro-Controller, Matrix Keypad, RS 
232, & GSM Technology. 

II. LITERATURE REVIEW 

In this section some related works are discussed below. The 
purpose of this project is to increase the security that customer 
use the ATM machine. Once user's credit card is lost and the 
secret is taken, the criminal will draw all cash in the shortest 
time, which will bring enormous financial losses to customer, 
so to rectify this problem we are implementing this project. 
The fingerprint sensor used here is SM630. SM630 integrated 
fingerprint verification module is that the latest unharness of 
Miaxis Bioscience Co., Ltd. It consists of optical fingerprint 
device, high performance DSP processor and Flash. It boasts 
of functions such as a fingerprint enrollment, fingerprint 
deletion, fingerprint verification, fingerprint upload, 
fingerprint download, etc. The microcontroller used here is 
PIC board. The microcontroller board based on the 
PIC16F877A. In this system each finger and password are 
used for security system. The password is a random number, 
so same password cannot be used. Each time the user will 
receive the different password. The random number can be 
generated each the fingerprint of the user is matched and this 
number will be sent to user’s cellphone via GSM. 

III. SYSTEM DESIGN AND WORKING 

3.1 Methodology Diagram: 

 

A
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3.2 Hardware Requirement:- 

 Step Down Transformer 
 Bridge Rectifier 
 Capacitor 
 Voltage Regulator 
 Power Supply 
 Micro-Controller 
 Matrix Keypad 
 GSM Modem 
 Fingerprint Modules 
 Keypad 
 LCD 

3.3 Software Requirement:- 

 Compiler:-PIC Compiler 
 Language:-PIC Basic  

Fingerprint Sensor: Secure your project with life science - 
this all-in-one optical fingerprint device can build adding 
fingerprint detection and verification super straightforward. 
These modules are usually employed in safes there's a high 
super charged DSP chip that will do the image rendering, 
calculation, feature-finding and looking out. Connect to any 
microcontroller or system with TTL serial, and send packets 
of information to require photos, discover prints, hash and 
search. You can additionally enter new fingers directly - up to 
162 finger prints may be hold on within the aboard 
nonvolatile storage. There's a red crystal rectifier within the 
lens that lights up throughout the photograph thus you 
recognize it’s operating. 

Specifications: 

 Supply voltage: 3.6 - 6.0VDC 
 Operating current: 120mA max 
 Peak current: 150mA max 
 Fingerprint imaging time: <1.0 seconds 
 Window area: 14mm x 18mm 
 Signature file: 256 bytes 
 Template file: 512 bytes 
 Storage capacity: 162 templates 
 Safety ratings (1-5 low to high safety) 
 False Acceptance Rate: <0.001% (Security level 3) 
 False Reject Rate: <1.0% (Security level 3) 
 Interface: TTL Serial 
 Baud rate: 9600, 19200, 28800, 38400, 57600 

(default is 57600) 
 Working temperature rating: -20C to +50C 
 Working humidy: 40%-85% RH 
 Full Dimensions: 56 x 20 x 21.5mm 
 Exposed Dimensions (when placed in box): 21mm x 

21mm x 21mm triangular 
 Weight: 20 grams 

 

Power Supply: In this project circuits, sensors & motor are 
used which require +12V & +5V(DC)supply, to fulfill this 
requirement we have used following circuit of power supply 
which provides regulated +12V & +5V.(DC) 

Pin Configuration 

 

GSM Network Architecture 

GSM Network consists of three main parts: 

 Mobile Station (MS) carried by the subscriber  
 Base Station Subsystem (BSS) controls radio link 

with mobile station  
 Network & Switching Subsystem (NSS) mobility 

management and switching of calls between mobile 
users, and between mobile and fixed network users.  

Mobile Station consists of: 

 Mobile Equipment (ME) such as hand portable and 
vehicle mounted unit  

 Subscriber Identity Module (SIM), which contains 
the entire customer related information 
(identification, secret key for authentication, etc).  

Base Station Subsystem consists of: 

 Base Transceiver Station (BTS) defines a cell and is 
responsible for radio link protocols with the Mobile 
Station  

 Base Station Controller (BSC) controls multiple 
BTSs and manages radio channel setup, and 
handovers. The BSC is that the association between 
the Mobile Station and Mobile Switch Center.  
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Layout of generic GSM network 

Network and Switching Subsystems consists of:  

 Mobile Switching Center (MSC) is the central 
component of the NSS. Operates all switching 
functions for the mobiles within its  jurisdiction. 
Interface between mobile and other (including fixed) 
network. Its functions:  

 Manages the location of mobiles  
 Switches calls  
 Manages Security features  
 Controls handover between BSCs  
 Resource management  
 Interworks with and manages network databases  
 Collects call billing data and sends to billing system  
 Collects traffic statistics for performance monitoring  

Network Databases – Home Location Register and Visitant 
Location Register alongside SM provides the decision routing 
and roaming capabilities of GSM. 

 Home Location Register (HLR) contains all the 
subscriber information for the purposes of call 
control, and location determination. There is 
logically one HLR per GSM network, although it 
may be implemented as a distributed database.  

 Visitors Location Register (VLR) is only a temporary 
storage while the particular subscriber is located in 
the geographical area controlled by the MSC/VLR. 
Contains solely the required information provision of 
signed services.  

 Authentication Center (AuC) is a protected database 
that stores the security information for each 
subscriber (a copy of the secret key stored in each 
SIM).  

 Equipment Identity Register (EIR) is a list of all 
valid mobile equipment on the network.  

IV. ADVANTAGES 

 Less cost 
 Wireless network. 
 Simple to handling. 
 Time management 
 Easily implemented 
 Easy to design and manufacture as all the 

components are easily available 
 Reduction in cost of infrastructures 
 Sophisticated security 
 Alert message to mobile phone for remote 

information 
 Economical 
 Less complex 
 Easy to operates 

V. DISADVANTAGES 

 MODELS ARE COSTLY  

VI. APPLICATIONS 

 Wireless Automation and Control  
 Alarm & Notification Systems  
 Remote Monitoring  
 Attendance system  
 Security system 
 Inventory management  

VII. CONCLUSION 

A step by step approach in designing the microcontroller 
based system for securing the transactions of the user and 
providing the security for verification using a finger print 
scanner has been followed. The result obtained in providing 
the security is quite The result obtained in providing the 
security is quite The result obtained in providing the security 
is quite reliable in all the three modes. The system has 
successfully overcome some of the aspects existing with the 
present technologies, by the use of finger print with the 
present technologies, by the use of finger print Biometric as 
the authentication Technology. 

VIII. FUTURE SCOPE 

1. We are able to send this information to an overseas 
location victimization  mobile or net. 

2. We can use non-contact fingerprint sensor; which is 
also called as touch-less 3D fingerprint scanner. 

3. We can implement other related modules like fire 
sensor, GSM mode 
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